
FUND IS POPIA-COMPLIANT

Our purpose at Atleha-edu is to help ordinary South Africans save and invest for a 
better tomorrow.  

We do this through Financial Sector Code (FSC)-compliant awareness and 
interactive education programmes focused on retirement fund trustee, management 
committee member; and fund member awareness and education initiatives, such as 

this short article. 

We would like to thank Colourfield and the ASISA Foundation for funding this 
short articles series.
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POPIA’s EIGHT GENERAL PROTECTION PRINCIPLES

1
ACCOUNTABILITY: The responsible party is 
accountable for compliance under POPIA to 
ensure conditions for lawful processing are 
fully complied with. 

• Register and authorise (where required) an information officer, 
who will be responsible for POPIA compliance.

• Put policies and procedures in place to ensure POPIA 
compliance.

2
PROCESSING LIMITATION: The responsible 
party may only process personal information if, 
taking into account the purpose for which they 
are processing it, the processing is adequate, 
relevant and not excessive.

• Any personal information must be obtained directly from the 
data subject.

• Retirement funds don’t always need to rely on consent to 
process personal information and may rely on other specified 
justifications. 

• If the personal information has been gathered from a third 
party, the data subject must consent to this information being 
shared and used by your fund.

• Information being gathered cannot be excessive. Only 
information that is required may be processed.

3
PURPOSE SPECIFICATION: The responsible 
party must collect personal information for a 
specific purpose, and the data subject must be 
aware of that purpose.

• The data subject has the right to know what information you 
have and for what purpose it was gathered.

• Personal information must only be gathered for specific, 
explicit and lawful purposes.

• Personal information may only be used for the specific purpose 
for which it was gathered and thereafter it must be destroyed.
You will be required to account for what information you hold, 
for what purpose it was gathered and a date at which time that 
information must be destroyed.

• Set up a process for destroying personal information, in 
a manner that prevents its reconstruction, after you are no 
longer authorised to retain such records.

4 FURTHER PROCESSING LIMITATION: 
Responsible parties may only use personal 
information for another (“further”) purpose 
other than the original purpose if that further 
purpose is compatible with the original 
purpose.

• Should a responsible party wish to further process personal 
information for a compatible purpose, consent is not required 
from the data subject.

5 INFORMATION QUALITY: The responsible 
party must take reasonable steps to make sure 
the personal information is complete, accurate, 
not misleading and is updated.

• By obtaining information directly from the data source, data 
accuracy is more probable. It is always advisable to validate 
the personal information as it is being captured.  If it is not 
possible for the data subject to input their own information, or 
if the information is captured from one format to another (i.e. 
from a paper form to an IT system, then the information should 
be sent to the data subject for validation.)

• When advising data subjects of the information you hold and 
for what purpose you hold it, they must be given details of 
how to update their information or object to processing. It is 
advisable to develop procedures for automatically checking 
the accuracy of information on a regular basis, by sending a 
validation request to the data subjects.

6 OPENNESS: The responsible party must take 
reasonable steps to notify the data subject of 
certain information, such as: the information 
being collected; the purpose for which the 
information is collected; whether the supply 
of information is voluntary or mandatory; the 
consequences of failure to provide information; 
and any particular law that applies. In the event of 
unauthorised accessing, processing, erasure or 
deletion of a data subject’s personal information, 
the responsible party must take reasonable 
steps to notify the data subject and has to notify 
the Information Regulator of the event. 

• The data subject must be informed of how the data will be 
used at the time of gathering the information.

• When gathering information, data subjects must be given the 

The Protection of Personal Information Act (POPIA) contains 
eight general protection principles that responsible parties – such 
as retirement funds – are required to comply with each and every 
time they process personal information. Responsible parties 
must also ensure that their employees and service providers 

comply with these eight principles. As such, retirement fund 
trustees must ensure they are contracting with service providers 
that are POPIA compliant. In this article, the “data subject” refers 
to retirement fund members and the “responsible party” refers to 
the retirement fund. 

The Protection of Personal Information Act (POPIA) contains eight general protection 
principles that responsible parties – such as retirement funds – are required to comply 

with each and every time they process personal information.

"Personal information must only be gathered for 
specific, explicit and lawful purposes."



Do you have a question that you would like us to address in a subsequent article? 
If so, please send your questions or suggestions for article topics by email to:  

info@atleha-edu.org

precient logo

Athleha-edu’s initiatives are accredited in partnership with the Batseta Council of Retirement Funds for South Africa. 
To register your interest in being awarded Continuous Professional Development (CPD) credits for having read this 
publication, please provide the required user registration details below: 

www.at leha-edu.org
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In Sesotho, when you tell someone to “Atleha” you are telling them to prosper. 
Our dream for South Africans is for them to prosper through the building blocks of education and 

technology. By combining “Atleha”, and “edu”, we want to “speak life” into the dream of prosperity for the 
majority of South Africans.

The majority of savers in South Africa can be reached through retirement fund trustee and member education, making 
this the primary focus of our work at Atleha-edu. Please visit our website at www.atleha-edu.org to read our educational 
publications for retirement fund trustees, principal officers and MANCO members. 

• Governance & Ethics For Retirement Fund Trustees
• Investment Fundamentals 1
• Investment Fundamentals 2
• Special Edition: Environmental Stewardship
• Umbrella Funds & Management Committees
• Cultural Practices
• An Introduction to Infrastructure Investments 
• Retirement Funds and Risk Management
• Climate- related Financial Disclosure

Our offering:
In partnership with our implementing partners and funders, Atleha-edu is proud to offer a range of educational 
solutions for retirement funds and their members.  

These solutions are customised and include: 

• Financial Sector Code (FSC) compliant Interactive and Awareness type consumer financial education programmes;
• Thought leadership webinars and events;
• Experiential workshops for deep learning experiences;
• Customised FSC-compliant consumer financial education solutions. 

To learn more about our offering and to partner with us, please contact us by email info@atleha-edu.org 

Our collaborators and funders in financial education and dissemination include: Alternative Prosperity Foundation,  
ASISA Foundation, ASISA Academy and Batseta.
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FOUNDATION

This educational publication is funded by ASISA Foundation and Old Mutual

INTRO TO UMBRELLA FUNDS
Retirement funds in South Africa;

standalone vs umbrella funds

MANAGEMENT COMMITTEES
An overview of management 

committees

GOOD GOVERNANCE
An overview of good governance for 

management committees

UMBRELLA FUNDS 
& MANAGEMENT COMMITTEES

I N V E S T M E N T S  /  G O V E R N A N C E  /  E F F I C I E N C I E S  /  C O S T S

ALSO IN THIS ISSUE:  MANAGEMENT COMMITTEES’ ROLES AND RESPONSIBILITIES;  
ADDRESSING CONFLICTS OF INTEREST AND DIRECTIVE 8 OF 2018
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MARRIAGE, DIVORCE
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CULTURAL PRACTICES

ALSO IN THIS ISSUE:  CUSTOMARY MARRIAGES & RETIREMENT | AN OVERVIEW OF SECTION 37C OF THE  
PENSION FUNDS ACT | TRANSLATED DEFINITIONS
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through multiple asset classes

LONG-TERM INVESTING
and infrastructure

PRESCRIBED ASSETS
in South Africa

AN INTRODUCTION TO 

ALSO IN THIS ISSUE: EXAMPLES OF INFRASTUCTURE INVESTMENT | UNDERSTANDING THE DIFFERENT  
TYPES OF INFRASTRUCTURE INVESTMENTS | INFRASTRUCTURE RESOURCES FOR RETIREMENT FUNDS
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INFRASTRUCTURE INVESTMENTS

FOUNDATION

This educational publication is funded by the ASISA Foundation

FSCA INTERVIEW
'Everything you do is risk management'

UNDERSTANDING RISK
and the importance of managing it

RISK MANAGEMENT
process steps

RETIREMENT FUNDS 

ALSO IN THIS ISSUE: GUIDELINES FOR RETIREMENT FUNDS AND RISK MANAGEMENT | OVERVIEW OF RISK MANAGEMENT PROCESS 
| RESOURCES FOR FURTHER INFORMATION
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AND RISK MANAGEMENT

SOUTH AFRICA-UK PACT
Supporting transformational climate action

SUSTAINABLE FINANCE PRACTICES
Opportunities to unlock investment

CLIMATE RISK
Improving corporate reporting
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ALSO IN THIS ISSUE: AN INTRODUCTION TO CLIMATE RISK AND INVESTMENT  
CLIMATE RISK AND SCENARIO ANALYSIS | OVERVIEW OF THE TASK FORCE ON 
CLIMATE-RELATED FINANCIAL DISCLOSURES (TCFD) 

SPECIAL EDITION

CLIMATE-RELATED
FINANCIAL DISCLOSURE

Aligning South Africa to global best practice

P 22

UK PACT 
Brand guidelines

6.1 Country Programmes: 
 logos for country partners 

The country name should always be right  aligned above the  linear  version of the  
master logo. The country name should appear in the  same blue used in the  master 
logo. Kerning  should be set to optical and tracked to +130. The corresponding country 
flag should be placed to the  right  of the  Union Jack at equal size. The width of the 
two flags should not exceed the width of the  linear  master logo. A 0.25pt keyline set 
in 30% black  should be used to frame flags which include blocks of white (with the 
exception of the UK).

7 SECURITY SAFEGUARDS: The responsible 
party must have measures in place to protect the 
personal information collected and processed 
from damage, loss and unauthorised destruction, 
processing and access.

Please see the previous article in the series, “Why is protecting 
personal information important?”. In this article, we cover the 
responsibilities of retirement funds under this protection principle. 

details of the information officer in your fund, including contact 
details.

• At the time that the personal information is gathered, the data 
subject must be advised of his/her rights to complain to the 
Information Regulator if misuse is suspected. The Information 
Regulator’s information and contact details must be provided 
to the data subject.

• You are required to advise the data subject of his/her rights to 
access his/her information and to object to the processing of 
such information.

8 DATA SUBJECT PARTICIPATION: Data 
subjects can ask what personal information is 
held about them and can ask for access and 
changes to their personal information, as well 
as object to processing.

• Data subjects may request information from you on whether 
you are holding their personal information. This request may 
not be declined and may not be charged for. The full nature 
and details of the information being held must also be provided 
on request but a charge may be levied for this information.

• The data subject has the right to correct the personal 
information that you hold. They also have the right to object to 
processing at any time.

"Under POPIA, every 
responsible party has an 

information officer."

INFORMATION OFFICERS

Information Regulator

Information officer
Every responsible party has an information officer. Many hold the view (based on legislation) that the default 

information officer of a retirement fund is the fund’s principal officer. The information officer can appoint deputy 
information officers, but remains responsible for his/her statutory obligations. Information officers and deputy 
information officers must receive appropriate training and keep abreast of the latest developments in POPIA 

and the Promotion of Access to Information Act (PAIA).

Duties of the information officer
• To facilitate retirement fund compliance with the eight principles, e.g. an information officer should 

develop a policy on how employees should implement the eight principles.
• Dealing with, among other things, the various requests that can be made to the retirement fund 

pursuant to POPIA. Internal measures are developed together with adequate systems to process requests 
for or access to information.

• Working with the Information Regulator in relation to investigations in relation to the retirement fund 
(including prior authorisations).

• A personal information impact assessment is done to ensure that adequate measures and standards 
exist in order to comply with the conditions for the lawful processing of personal information.

• A compliance framework is developed, implemented, monitored and maintained; and
• Internal awareness sessions are conducted regarding the provisions of POPIA, regulations made in terms 

of POPIA, codes of conduct, or information obtained from the Information Regulator.

mailto:info%40atleha-edu.org?subject=
https://atleha-edu.org/publication-1/
https://atleha-edu.org/publication-2/
https://atleha-edu.org/publication-3/
https://atleha-edu.org/special-edition-1/
https://atleha-edu.org/publication-5/
https://atleha-edu.org/cultural-practices/
https://atleha-edu.org/infrastructure-investments/
https://atleha-edu.org/retirement-funds-and-risk-management/
https://atleha-edu.org/climate-related-financial-disclosure-aligning-south-africa-to-global-best-practice/

