
Cybersecurity is a major issue receiving increasing attention 
both globally and in South Africa. One of the eight general 
protection principles of the Protection of Personal Information 
Act (POPIA) deals with security safeguards that need to be in 
place to protect personal information from such attacks and 
other potential breaches. 

Responsible parties – such as retirement funds – are required 
to comply with this, and the other seven principles, each and 
every time they process personal information. While this article 
focuses on the security safeguards principle, the next article in 
this series will take a closer look at the remaining principles. 

PERSONAL INFORMATION 

Our purpose at Atleha-edu is to help ordinary South Africans save and invest for a 
better tomorrow.  

We do this through Financial Sector Code (FSC)-compliant awareness and 
interactive education programmes focused on retirement fund trustee, management 
committee member; and fund member awareness and education initiatives, such as 

this short article. 

We would like to thank Colourfield and the ASISA Foundation for funding this 
short articles series.

HOW TO PROTECT

Retirement funds have the personal information of their members on hand, which needs 
to be protected. Not only in terms of how the fund gathers and processes this information 

– but ensuring it can’t be threatened by cyberattacks and security breaches. 

Section 19 of POPIA sets out security measures on integrity 
and confidentiality of personal information. A responsible party 
must do the following, among other things, in order to protect 
the personal information of data subjects:
• Conduct a risk assessment that identifies all reasonably 

foreseeable internal and external risks to personal 
information in its possession or under its control. 

• Establish and maintain appropriate safeguards against the 
risks identified.

• Regularly verify that the safeguards are effectively 
implemented.

• Ensure that the safeguards are continually updated 
in response to new risks or deficiencies in previously 
implemented safeguards.

• Determine which employees are permitted to access 
personal information, and what information they are 
permitted to access.

• Have processes in place to alert the fund when personal 
information is accessed or modified without authorisation.

• Have processes in place to identify the source of a data 
breach and the procedure to neutralise such a breach.

• Ensure that measures are in place to prevent the 
reoccurrence of a data breach.

Questions to ask:
What procedure is to be followed when sharing personal 
information with an operator? A responsible party must, 
in terms of a written contract between the responsible party 
and the operator, ensure that the operator establishes and 
maintains the required security measures. The operator must 
advise immediately if there is the possibility that personal data 
has been accessed or acquired by any unauthorised person.

What procedure is in place to inform the data subject 
that their personal information has been compromised? 
The data subject must be advised via e-mail or in writing by 
the responsible party immediately if it is suspected that their 
personal information has been accessed by unauthorised 
persons. Sufficient information must be provided to allow the 
data subject to put measures in place to safeguard themselves 
against potential consequences of the security compromise.

PRINCIPLE 7: SECURITY SAFEGUARDS  
The responsible party must have measures in place 
to protect the personal information collected and 
processed from damage, loss and unauthorised 
destruction, processing and access.

Do you have a question that you would like us to address in a subsequent article? 
If so, please send your questions or suggestions for article topics by email to:  

info@atleha-edu.org

What procedure is in place to inform the Information 
Regulator of any security breach? The Information 
Regulator must be informed by the responsible party in the 
event of a security breach where personal information could be 
compromised. It is the duty of the responsible party to ensure 
this is done. 

While laws, such as POPIA, are in place to help protect 
individuals’ personal information, there are measures that 
organisations – such as retirement funds and their service 
providers – can put in place to fend off cybercriminals.

PROTECTING YOUR 
RETIREMENT FUND 
The countermeasures that organisations utilise 
should address:

• Critical infrastructure security – these are 
practices for protecting the computer systems, 
networks and other systems that society relies 
on for national security, economic health and/or 
public safety. 

• Network security – these are security measures 
for protecting a network from intruders. This 
includes both wired and wireless (Wi-Fi) 
connections. 

• Cloud security – these are measures to ensure 
that cloud data is encrypted when it is in storage; 
as it travels to, from and within the cloud; and when 
it is being processed. This is to support customer 
privacy, as well as organisational requirements. 

• Information security – these are data protection 
measures that secure sensitive data from 
unauthorised access, exposure or theft. 

• End-user education – this involves building 
cybersecurity awareness across the organisation 
to strengthen endpoint security. Examples of this 
include educating employees and colleagues 
on the dangers of opening suspicious emails or 
using unknown USB devices and/or unprotected 
personal or public Wi-Fi hotspots. 

An additional measure to ward off cyberattacks is 
employing a zero-trust security strategy. This 
strategy assumes that every facet of an organisation 
is compromised and sets up precautions to validate 
every user, device and connection into the organisation 
for authenticity and for purpose. 
Every industry has its share of cybersecurity 
risks – cybercriminals exploit the necessities of 
communication networks of almost every government 
and private-sector organisation. This means that the 
retirement industry is also susceptible to these attacks. 
It is therefore important for retirement funds to take 
these considerations into account when dealing with 
fund members’ personal information. 

ADDITIONAL MEASURES TO PREVENT 
CYBERATTACKS  
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