
Do you have a question that you would like us to address in a subsequent article? 
If so, please send your questions or suggestions for article topics by email to:  

info@atleha-edu.org

RETIREMENT FUNDS

Our purpose at Atleha-edu is to help ordinary South Africans save and invest for a 
better tomorrow.  

We do this through Financial Sector Code (FSC)-compliant awareness and 
interactive education programmes focused on retirement fund trustee, management 
committee member; and fund member awareness and education initiatives, such as 

this short article. 

We would like to thank Colourfield and the ASISA Foundation for funding this 
short articles series.
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Should a retirement fund fail to protect members’ personal information in line with 
POPIA, the fund’s board of trustees will be held liable. This final short article in our series 

on POPIA takes a look at practical steps that a retirement fund’s board of trustees must 
take in order to ensure the fund protects members’ personal information and is  

POPIA compliant.  

In the natural course of business, retirement funds are required 
to process fund members’ personal information. This member 
information will likely include their employment and financial history, 
their ID numbers and residential addresses, as well as the personal 
information of their nominated beneficiaries, many of whom are 
minors. This information is sometimes also processed by the 
service providers the funds hire to assist with fund administration 
etc. With the increase in the prevalence of cybercrimes, it is now 
more important than ever for retirement funds to ensure their 
compliance with POPIA and to keep members’ personal information 
secure from cybercriminals. 

It is the responsibility of the fund’s board of trustees to 
ensure that at all times their retirement fund processes personal 
information lawfully, in accordance with the POPIA conditions for 
lawful information processing.

Matters that need to be considered by trustees when working 
towards POPIA compliance are:
• Written agreements and POPIA;
• Awareness and training on POPIA; 
• Registering and authorising (if required) an information officer 

for the fund; 
• Trustees’ professional indemnity insurance as it relates to 

POPIA compliance and cyber liability insurance; 
• Personal information management and security;
• Incorporation of POPIA into fund governance documents, 

including service provider contracts, where applicable;
• Completing a privacy impact assessment;
• Understanding and managing privacy risks related to 

operators. 

Compliance 
In the example of processing the personal information of retirement 
fund members, the board of trustees, which is considered the 
responsible party, would hire an administrator to perform certain 
duties, such as paying members their benefits when they retire or 
exit the fund. In order to fulfil this responsibility, the administrators 
would need access to members’ personal information. POPIA 
allows for administrators to process members’ personal information 
under two very important conditions: 
1. All processing of personal information needs to be with the 

knowledge and authorisation of the board of trustees (who are 
the “responsible party”).

2. The administrators, who are processing the information on 
behalf of the responsible party, must consider the information 
as confidential and cannot disclose it unless required to do so 
by law. In this case, both the trustees and their administrator 
are bound by the POPI Act. However, it is the responsibility 
of the board of trustees as the responsible party to ensure 
that all POPIA conditions for processing information are met 
as described above. In the event of a contravention of these 
conditions, it is the retirement fund that will be held liable and 
not the administrator. 

A practical step that trustees can take in order to ensure that 
they do not become non-compliant to POPIA as a result of actions 
by their service providers is to draw up a contract with service 
providers specifying the two conditions stated above. This simple 
action will ensure that the administrators establish and maintain 
POPIA-compliant processes and measures needed to keep 
personal information secure. 

It is also important for retirement funds to notify members that 
they are processing their personal information. Most funds make 
use of their fund rules, member benefit statements or their annual 
reports to members to communicate these notices. Whatever the 
form of communication the fund chooses, the trustees must ensure 
that the communication includes the following information:
• A description of the information that is being collected, as well 

as where the information is being collected from should this 
information not come directly from members. 

• The name and address of the responsible party (the fund), as 
well as the information officer of the fund. 

• The reason the information is being collected, as well as the 
consequences of not receiving the requested information. 

• Information on whether disclosing the information is voluntary 
or mandatory, as well as any laws that authorise the collection 
of the information if applicable. 

• The intention, if applicable, to transfer the information 
overseas or to an international organisation, as well as the 
level of protection that will be given to the information by that 
international organisation. 

• Notification of the individual’s right to access and rectify 
the information being processed, the right to object to the 
processing of their personal information, as well as the right 
to lodge a complaint to the Information Regulator, for which 
the contact details of the Regulator also need to be provided. 
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Understand the scope, 

application and 
implication of POPIA 

regulations.

Manage accountability 
and responsibilities in 

your fund , as well as 
service providers.

Classify and map data 
that is �owing into, 

within and from your 
fund.

Assess risks with the 
collection , processing, 

storage, use and disposal of 
personal and sensitive data.

Manage data quality, 
implement data processing 

protocols and implement 
security safeguards.

Implement preventative and 
response measures for 

preventing and managing 
instances of a data breach. 

WHAT? WHO? WHERE?

RISK? PROCESSES? IMPROVE?

6 key steps to POPIA compliance:
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